
Meeting Registry Service
(MRS)

Sign service (rv)

Authentication Service (rv)

XML API (XSJ1_XML)
WWP (WMS Web Proxy)

Web DB

Meeting Busines Service
(MBS)

MNG

Meeting Join Service 
(MJS)

Webex Authentication Service
(WAS)

Web App

GLookup Service (GLA)
CCA Portal 

(Cluster: CCBT6-CCA Portal)

CAP CPO CCL

CDD CWB

MMP

MCC

MCS
MMP DB

Eureka

MZM

CB
Telephony Adapter

RA 
(Remote Agent) Meeting DB

TPGW (TelePresence
Gateway)

Function?

UCRE (Unified Call Routing Engine)

iCUSP

eCUSP

CUBE (CiscoWebex Unidfied
Border Element)

VCS-E (Video
Communication Server)

GIVR (Global Interactive Voice Response)

IVR Node

CMS

Biz Agent

Cassandra
DSA Node

NBR

NBR WSS (Web
Stream Server)

NBR Stream Server

TP

RTPTelePresense Server
UCRE

iCUSP

eCUSP

CUBE (CiscoWebex
Unidfied Border Element)

VCS-E (Video
Communication Server)

SIP

VOR (Video Routing)

VOA (Video Agent) ISR (IVR) (Integrated
Service Router)

Tahoe

CCP Media

Sub Meeting

Zone Type: Sub Meeting Zone
Server Type: Sub Meeting CB Server
Target: CB
Smaple cluster: ED1_NAM_GDM
Cases:
1. MCT get the smac key from Web server.
2.1. MCT ping Top MZM to get Top CB server address
2.2. MCT ping Sub MZM to get Sub CB server address.
3. MCT call Sub CB server join confernece.
4. Close the meeting.

Component Path:
J2EE
MZM
CB

Wiki: https://wiki.cisco.com/display/CAME/MCT+Monitoring+GDM+logic

Meeting

Zone Type: Meeting Zone
Server Type: Meeting CB servers
Target: CB
Sample cluster: ib
Cases:
1. MCT get the smac key from Web server
2.1. Test server is MZM server
  2.1.1 MCT ping MZM to get CB server address. if got return CB server address, test pass.
2.2. Test server is CB server
  2.2.1 MCT creates conference on CB server.
  2.2.2 MCT creates sessions on CB server.
  2.2.3 Verify conference
  2.2.4 Close the meeting.

Components in path:
J2EE
MZM-Get Top CB address
CB

Wiki: https://wiki.cisco.com/display/CAME/MCT+Monitoring+GDM+logic

mmp

plugin: mmp
test type: session creation
target: mcs
cases:
1. generate security key by j2ee
2. check session
  3. AS session check
  4. AB session check
  5. VOIP session check
  6. Hybrid VOIP session check
Wiki: 

Media Stream Controller

plugin: Media Streaming Controller
Target: msccl
Test cases:
1. Test MSCCL

Server Type: Media Streaming Server
Target: mss

Wiki link: https://wiki.cisco.com/display/CAME/MCT+Monitoring+NBR

AWS

Health Check

Remote Agent

Zone Type: Remote Agent Zone
Server Type: RA Server
Target: RA Server
Sample cluster: ib
Cases: 
1. register a host on site
2. get ticket from site
3. establish with agent server
Wiki: https://wiki.cisco.com/pages/viewpage.action?pageId=161472999

Health Check

URL Station

Zone Type: URL Watch Zone
Server Type: URL Watch Server
Case ：
1. Create Meeting
2. Schedule Meeting
3. GetSessionTicket
4. Query Meeting
5. Delete Meeting

Sample Cluster: VSJ_GLA
Wiki: https://wiki.cisco.com/display/CMSE/01+-+Create+Meeting

Port Check

Zone Type: APIServiceSupport
Server Type: WebDB/ReportDB
Case:
Check if target server is connectable

Wiki:
https://wiki.cisco.com/display/CAME/APIServiceSupport+Monitoring

Zone Type: 
1. tp-meeting
2. CMRPresence
3. SparkCallinCMR

Server Type:vmr-sip-proxy
Sample: UCRE_SJC
Test Case:

Wiki: 
https://wiki.cisco.com/pages/viewpage.action?pageId=5871381

H.323 Terminal

SIP Terminal

Lync

Telephone Number Zone

Zone Type: Telephone Number Zone
Server Type: Telephone Number Server
Sample: TSJ100
Case: 
1. Open tele conf with TS address in zone
2. Dial out 
3. Number received and answer the call
4. Drop the call. 

Wiki:
https://wiki.cisco.com/display/CAME/MCT+Monitoring+Telephone+number+logic

TeleServer (TS) Telephony Service Provider
(TSP)

Multiple Access Conference
Controller (MACC)

Telephony Application Server
(TAS)

Media Gateway

Collaboration Media Server
(CMS)

3rd Party Bridge

PSTN / Customer Premise

Key Management
System (KMS)

Zone Type: URL Watch Zone
Server Type:URL Watch Server
Internal Type: URL Station
Cases:
1. Get service list by svrtypep and pool name
2. check port
3. check cert

mpc

Zone Type: mpc
Server Type: mpc-mon

1、call sipp to setup the VOIP session to the monitor mpc.
2、according the sip response to judge setup result.
3、check the return and transform to MCT plugin format return value

Wiki:
https://wiki.cisco.com/display/CAME/MPC%20Monitoring

https://wiki.cisco.com/display/HFSERVER/GIVR+Adopt+to+WebEx#GIVRAdopttoWebEx-GIVRArchitecture

Zone Type: global-ivr
Server Type: ivr-callin
Case 1: Only host join the meeting:

Create a (personal) telephony conference.
Host the conference by call in a phone number.
Check if host joined the conference.

Case 2: Host join and attendee join by Voip:

Create a (personal) telephony conference.
Host the conference by call in a phone number.
Join the conference by Voip with MCC and MCS server.
Check if host and attendee joined the conference.

GLookup DB
(Cassandra)

global-ivr-dsa

Zone Type: global-ivr-dsa
Server Type: dsa
Case: 
1、Write a MCT data record into KV storage using DSA Server Rest API
2、Receive the http response, check the response time gap if the writing threshold meets the requirement
3、Send the request of reading local data using DSA Server Rest API
4、Receive the http response, check the response data if it's the "success", and reading threshold meets the requirement
5、Send the request of reading cross DC (remote) data using DSA Server Rest API
6、Receive the http response, check the response data if it's the "success", and reading threshold meets the requirement
7、If all above check point are true, then return caller the result code - 0, otherwise:
    -101                       -- ERROR, WRITE_FAILED
    -102                       -- ERROR, READ_FAILED
    -103                       -- ERROR, BOTH_FAIED
    -201                       -- ERROR, INVALID_INPUT_PARAMS
Wiki: https://wiki.cisco.com/display/CAME/DSA+Monitoring

https://wiki.cisco.com/display/CSGCAVE/CiscoWebEx+Common+Media+Edge

eCUSP - to interface with SPs that are external to Cisco.
iCUSP - to interface with services internal to Cisco.

http://zsj1soc001.webex.com/wiki/index.php/UCRE1.5_Phase_2_Project_(Cloud_Proxy)

TP Gateway

Zone Type: TP Gateway Zone
Server Type: TP Gateway Server
(Monitor)

Test Case:
1. Get SMAC key from J2EE App Server
2. Based on pre-defined MZM and MCC, builid URL to test. ? What's tested? 

Wiki: https://wiki.cisco.com/display/CAME/MCT+Monitoring+TPGW+Logic

sip-healthcheck

Zone Type: sip-healthcheck
Server Type: option-ping
Cases:
1、send sip option message without UA-ID to the target sip server or sip proxy server
2、check the target sip server or sip proxy server response message, if received "200 OK" responsed, test OK, else test failed.
3、support test target sip server or sip proxy server by UDP、TCP、TLS or there compose method . ? Test different protocal one by one?
4、for TLS protocol, add check certification expires date.
Wiki: https://wiki.cisco.com/display/CAME/sip+option-ping+monitoring+logic

APIServiceSupport

Web Zone

Zone Type: Web Zone
Server Type: WWP Server
Sample: TSJ100
Case: 
1. Connectivity check on WWP server
2. if backup WWP server configured, check as well
3. Call WWP API to add confid to WebDB
4. Start meeting/join meetig
5. Get ConfID from WWP server
6. Delete ConfID from WWP 
7. Stop meeting

Sample: b
Wiki: https://wiki.cisco.com/display/CAME/MCT+Monitoring+WWP+Logic

Legend

Function Testing

Health Check

Internal Port Check

Webex Component 
connection

External Port Check

Cert Check

Common Identity

Web Domain

ui-monitor

Zone Type: ui-monitor
Server Type: schedulemeeting
Case ：
1. login meeing (classic/modern) with account/password
2. scheudle meeting under Meeting Center page
3. browser meeting and search with just created meeting
4. cancel meeting
5. logout

Sample Cluster: b
Wiki: https://wiki.cisco.com/display/CAME/UI+SCHEDULEMEETING+Monitoring

Function?
Runbook not filled in page

Reporting DB

CI-NotificationZone Type: CI-Notification
Server Type: CI-Notification

Sample cluster: Identity_Prod_SJC
Cases: 
1. Call Broker URL API for oAuth Token
2. MOdify user's first name
3. Verify the updated user by query XMLService

Wiki: 
https://wiki.cisco.com/display/CAME/CI+Notification+Monitoring

Tel Zone

Zone Type: Tel Zone
Server Type: Java Telephony Server
Cases:
Basic Workflow:
1. create conference on TS server.
2. check if DTConfEvt_ConfOpenCfm received.

Workflow when enable NBR:
1. create conference on TS server.
2. check if DTConfEvt_ConfOpenCfm received.
3. callin by GIVR.
4. check if callin successfully.
5. start NBR recording.
6. check if NBR recording successfully(receive DTApp_SSREvent_NotifyFileInfo).

Wiki:
https://wiki.cisco.com/display/CAME/Tele+Monitor

plugin: file manager
global-ivr-num

nebula

Zone Type: nebula
Server Type: smac
Case:
it gets a SMAC key from the specified nebula server.
If it can get the SMAC key => Test pass.
If it cannot get the SMAC key => Test fail.

Wiki:
https://wiki.cisco.com/display/CAME/Nebula+Monitoring

CassandraHealthCheck

CassandraNodeMonitor

Zone Type: CassandraNodeMonitor
Server Type: NodeMonitor
Cases:
1. Create a session to log into Cassandra DB Node with Keyspace name and Server IP address
2. Check if mct_replica_table existing in key space. if no, need to create
3. Insert one record into the table
4. Loop all the hosts in "Replica Query Hosts List" to see if the record was replicated. If no, nee dto alert. 

Wiki: 
https://wiki.cisco.com/display/CAME/Cassandra+DB+Node+%28Replication%29+Monitoring

Zone Type: CassandraHealthCheck
Server Type: NodeHealthCheck
Cases:
1. Create a session to log into Cassandra DB Node with Keyspace and server IP address
2. Chek two tables (mct_check, mct_check_each_one) if existing
3. Retrieve the test_label from table mct_test_label
4. Use test_label to perform the test of table mct_health_check

Wiki: 
https://wiki.cisco.com/display/CAME/Cassandra+DB+Node+Health-Check+Monitoring

MAV MCT MATS CMC CLAP DAP KuduSTAP

Webex Platform

Ping

Health Check

kudu

kafkatopic_monitor

Port Check

CLAPMonitor

Zone Type: CLAPMonitor
Server Type: CLAPMonitor
1. If port is 9092, connect and send message to kafka VIP 
2. If port is not 9092 but like 6379 ,telent to Redis VIP
3. Wait few seconds and use Kafka web api to check if message been reached

Server Type:  CLAPShardsize
Case:
1. Check shard size if within certain threshold

Server Type:  CLAPJVMCheck
1. Check JVM used threshold

Server Type: CLAPHealthCheck
1. Check CLAP health check API to see if status is green

Wiki: 
https://wiki.cisco.com/display/CAME/CLAP+monitoring

Missing CLAPShardsize logic in wiki

H323 Healthcheck

Zone Type: h323
Server Type: healthcheck
Cases:
send GRQ message to test H323 service and waiting GCF response.
if no GCF response, test failed
if call port test selected. will send Q31-H225 setup to call port, waiting "call proceeding" response
if no "call proceeding" response, test failed.else waiting "releaseComplete" message
if no "releaseComplete" message coming in, test failed.else check error info.
if error info is "invalid number", test succeed, else test failed.

Wiki: https://wiki.cisco.com/display/CAME/sip+option-ping+monitoring+logic

Zone Type: tp-meeting
Server Type: vmr-sip-proxy
Cases:

Wiki:  why two wiki?
https://wiki.cisco.com/display/CAME/CMR-LYNC
https://wiki.cisco.com/pages/viewpage.action?pageId=5871381

protocal: sip

protocal: lync

vmr-sip-proxy

RTP/UDP

The Session Initiation Protocol (SIP) is a signaling protocol used for initiating, maintaining, and terminating real-time sessions that include voice, video and messaging applications
The Real-time Transport Protocol (RTP) is a network protocol for delivering audio and video over IP networks. RTP is used in communication and entertainment systems that involve streaming media, such as telephony, video teleconference applications including WebRTC, television services and web-based push-to-talk features.

UcreMonitoring

https://wiki.cisco.com/pages/viewpage.action?pageId=5872377

Tel Zone

Zone Type: Tel Zone
Server Type: TSP Telephony Server
Cases:

Wiki:
https://wiki.cisco.com/display/CAME/MCT+Monitoring+TSP+Logic

Zone Type: CMRPSTN
Server Name: PSTNCallOutIn

Text

https://en.wikipedia.org/wiki/Network_protocol
https://en.wikipedia.org/wiki/IP_networks
https://en.wikipedia.org/wiki/Streaming_media
https://en.wikipedia.org/wiki/Telephony
https://en.wikipedia.org/wiki/Video_teleconference
https://en.wikipedia.org/wiki/WebRTC
https://en.wikipedia.org/wiki/IPTV
https://en.wikipedia.org/wiki/Push-to-talk

